S_001A: LLE Facility Access, Information, and
Cyber Security for Guest Workers

This training is required for Guest Workers and Visitors who
receive badge and/or computer access to LLE .
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LASER ENERGETICS



Outline

= Building Access
= Visitor Access Procedures

= Computer and Network Policies



Building Access to LLE is Controlled for Safety and Security

= Building access is controlled by card readers and receptionists

= Visitors must sign in with a receptionist and wait for an LLE staff member to escort
them to their destination

= Never allow people to enter LLE to use the phone, bathroom, get a drink, etc.

= Before you leave the building, make sure the path to your vehicle is safe. Wait inside
the building if you observe unusual vehicles or suspicious activities.

Option available to call URochester Public Safety

(585) 275-3333 to request an escort to your car




Visitor Access Procedures

Visitors coming to LLE for professional duties/assignments or a tour must complete the LLE Visitor Form accessible in the “About LLE” tab
of the LLE Website.

= The LLE host is responsible for escorting their guests and their activities in the LLE.

= This applies to anybody without badge access into LLE, including University of Rochester staff, faculty, and students.
= Citizens of State Sponsors of Terrorism cannot be approved by LLE for professional duties/assignments nor tours.

For LLE visitors who will have professional duties/assignments, the LLE Visitor Form should be submitted with sufficient time for the
completion of access requirements. (See LLE Instruction 5100)

= U.S. Citizens — 5 days before the arrival date

= Non-US citizens — 60 days before the arrival date (Non-US Citizens with professional duties/assignments are required to be processed
in DOE FACTS before arrival).

For LLE visitors on a tour, the LLE Visitor Form is required to be filled out at least 2-days before the arrival date for any citizenship status.
Large tours should be coordinated by the host with their respective Division Department Coordinator.

LLE Employees with badge access, may bring family members into LLE viewing galleries for a tour during non-working hours (technical
areas are prohibited). The family members must complete an LLE Visitor Form prior to the tour, and sign in/out at the reception desk.

Questions? Contact Facility Security Officer



https://app.smartsheet.com/b/form/aa4eb792fcd642cbb9531f30180448bb
https://app.smartsheet.com/b/form/aa4eb792fcd642cbb9531f30180448bb
https://www.lle.rochester.edu/media/resources/documents/5100.pdf
https://app.smartsheet.com/b/form/aa4eb792fcd642cbb9531f30180448bb
https://app.smartsheet.com/b/form/aa4eb792fcd642cbb9531f30180448bb

Carefully control information you have access to, and
items assigned by LLE

= LLE Access badge

= |f you misplace your LLE Access Badge, report it immediately to your host or the front desk

= Radiation badges

Individuals are personally responsible for appropriate use of these things.

Improper use may result in your access being revoked.




What would you do if you observe, or are the victim of a
robbery or an assault?

Prepare for the unexpected!

EMERGENCIES

= STAY AWARE of your surroundings. Alertness is your best defense Call Public Safety 585.275.3333
Or x13 or pick up any Blue Light Phone

=  TRAVEL WITH OTHERS. There is safety in numbers RESTORE/Rape Crisis 585.546.2777

= LIMIT use of personal electronic devices when in public

= DO NOT ARGUE with a suspect or force a confrontation

= STAY CALM and observe everything taking place

= NOTE the suspect's direction and means of travel; do not chase or follow!
= HAVE A PLAN! what you might do - think about alternatives

= Assoon as it is safe to do so, call URochester Public Safety from a Blue Light
Emergency Phone, or 275-3333 (listed on the back of your badge). Off campus, call
911
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Property can be replaced, but you are one of a kind



Be observant

= Do not allow other people to enter LLE.

= |f someone you do not recognize tries to follow you inside, refuse entry and insist

they use their URochester ID card to gain entry.

= Report instances of unauthorized building entry to the FSO unless there is an

immediate threat, then contact URochester Public Safety.

All persons are required to wear a URochester ID or LLE visitor

badge, where it is readily visible, while in the building



LLE’'s Computer and network policies for visitors

LLE’s Information Technology (IT) group has identified key things you should know
about accessing or using computer or network resources:

= Never connect or disconnect cables from a computer or network device.

= Do not change the network settings on any device connected to the LLE networks.

= Systems that connect to LLE networks must be up to date with security patches and

have endpoint protection

If system changes are required that will impact the LLE network you must contact LLE IT to have

them facilitate the change.



AlertURochester emergency notification system disseminates critical
safety information to the University community

What is considered critical?

= |n-progress police emergencies on University property and/or an imminent danger to the
community

= Civil disturbances, acts of terrorism, fires that impact operations, release of hazardous
materials and medical emergencies, which pose a severe threat to personal safety and/or
cause a major disruption to University operations

= Warnings about natural disasters, health emergencies, and other dangerous occurrences
connected to the University

To register, or change notification options, go to:
https://alert.rochester.edu

You must complete the S _001A quiz to satisfy your training requirement


https://www.lle.rochester.edu/about/safety/safety-training-for-guest-workers/
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